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Abstract
This review explores anomaly localization in medical images using denoising diffusion models. After providing a brief
methodological background of these models, including their application to image reconstruction and their conditioning
using guidance mechanisms, we provide an overview of available datasets and evaluation metrics suitable for their
application to anomaly localization in medical images. In this context, we discuss supervision schemes ranging from
fully supervised segmentation to semi-supervised, weakly supervised, self-supervised, and unsupervised methods, and
provide insights into the effectiveness and limitations of these approaches. Furthermore, we highlight open challenges in
anomaly localization, including detection bias, domain shift, computational cost, and model interpretability. Our goal is
to provide an overview of the current state of the art in the field, outline research gaps, and highlight the potential of
diffusion models for robust anomaly localization in medical images.
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1. Introduction

Anomaly localization in medical images refers to the pro-
cess of identifying abnormal areas or regions within images
of various modalities, such as X-ray, computed tomogra-
phy (CT), magnetic resonance imaging (MRI), or optical
coherence tomography (OCT), see Fig. 1.

These anomalies may be indicative of a range of con-
ditions or diseases, including tumors, fractures, organ mal-
formations, and vascular abnormalities. Precisely locating
and highlighting these pathological changes assists medical
experts in diagnosing and monitoring diseases. However,
manual analysis is a tedious task requiring significant time
and expertise for accurate interpretation. Deep learning al-
gorithms have played a key role in the automatic processing
of medical images (Chen et al., 2022; Zhou et al., 2023).
Specifically, fully supervised segmentation algorithms like

U-Nets (Ronneberger et al., 2015) have been instrumental
in automatic lesion segmentation, providing detailed delin-
eation of abnormal areas. In addition, generative models
such as Variational Autoencoders (VAEs) (Kingma et al.,
2019) and Generative Adversarial Networks (GANs) (Good-
fellow et al., 2020) have shown promising results in anomaly
localization, even with limited labeled data. In recent years,
denoising diffusion models have emerged as a class of deep
generative models that estimate complex probability distri-
butions (Ho et al., 2020). They have gained attention for
their ability to generate high-quality samples, outperform-
ing GANs in image synthesis (Dhariwal and Nichol, 2021).
While diffusion models have primarily been proposed for im-
age generation, their ability to generate healthcare data has
enabled real-world applications that address data scarcity
and privacy concerns (Giuffrè and Shung, 2023). In addition,
they have been adapted to data augmentation and to solve
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downstream tasks like denoising, inpainting, and image
restoration. In this review, we focus on the methodological
aspects of denoising di�usion models (DDMs) for lesion
localization, a direction with strong potential to support
radiologists in the future (Prasad et al., 2024). Regula-
tory frameworks are still evolving, with consensus guidelines
introduced in Lekadir et al. (2025) and the EU Arti�cial
Intelligence Act (Edwards, 2021) representing the �rst com-
prehensive legislation regulating AI across the European
Union.

In this work, we investigate the potential and limitations
of di�usion models for anomaly localization in medical
imaging under various data and label availability scenarios.
Anomaly segmentation refers to delineating pathological
regions in an image, which is a pixel-level classi�cation
task that aims to precisely trace the extent of abnormalities.
This fully supervised approach typically assumes an anomaly
is present and focuses on where and how it manifests. In
contrast, anomaly detection determines whether an anomaly
exists, and can be applied at the image, bounding-box,
or pixel level. In this review, we use the term \anomaly
localization" to span both segmentation and detection.
Following Baugher and Rosenfeld (1986), localization refers
to estimating the approximate location of an anomaly, while
delineation involves precisely tracing its boundaries. Our
use of \localization" thus covers a range of approaches
depending on label availability and model design | from
coarse localization to �ne-grained segmentation.

This review aims to provide a comprehensive overview
of the current state of the art, identify research gaps, and
highlight open challenges. For a more detailed comparison
of denoising di�usion models to GANs and VAEs, we refer
to related work by Bercea et al. (2025b) and Friedrich et al.
(2024a). We begin with a brief methodological background

Figure 1: Anomaly localization is the task of outlining
pathological regions in medical images. In this work, we
present an overview of automated solutions based on de-
noising di�usion models.

on di�usion models, emphasizing their application in image
reconstruction and conditioning through guidance mecha-
nisms. We then present an overview of available datasets
and evaluation metrics tailored for anomaly localization
in medical images. Next, we explore various supervision
schemes, ranging from fully supervised segmentation to
semi-supervised, weakly supervised, self-supervised, and un-
supervised methods, and provide insights into the e�ective-
ness and limitations of di�usion models in these scenarios,
as well as their generalizability to unknown or rare diseases.
Finally, we address open challenges, such as detection bias,
domain shift, clinical validation, computational cost, and
model interpretability.

2. Background

In this section, we �rst provide a brief theoretical back-
ground on the basic framework of denoising di�usion mod-
els. In Section 2.2, we explain how di�usion models can be
applied to reconstruction-based anomaly detection. Finally,
in Section 2.3, we present the various guidance mecha-
nisms necessary for conditioning di�usion models for medi-
cal anomaly localization.

2.1 Denoising Di�usion Models

Denoising di�usion models are a class of generative models
inspired by thermodynamic processes (Sohl-Dickstein et al.,
2015). The core idea is to gradually corrupt an input
signal into pure noise using a forward di�usion process,
then learn to reverse this process step by step. This learned
reverse process transforms random noise into samples that
resemble the original data distribution. As proposed in
Ho et al. (2020) and Nichol and Dhariwal (2021a), the
core idea of denoising di�usion models is that for many
timesteps T , Gaussian noise is added to an input image x.
This results in a series of noisy imagesx0; x1; :::; xT , where
the noise level is steadily increased from 0 (no noise) to
T (maximum noise). The forward noising processq with
variances �1; :::; � T is de�ned by

q(xt jx t�1 ) := N (
p

1 � � t x t�1 ; � t I): (1)

This recursion can be written explicitly as

x t =
p

�� t x0 +
p

1 � �� t �; with � � N (0; I); (2)

� t := 1 � � t and �� t :=
Q t

s=1 � s.
The mathemtical principles, including appropriate choices
of the hyperparametersT and � t , are thoroughly derived
by Ho et al. (2020), Song et al. (2020), and Dhariwal and
Nichol (2021). The denoising processp� is learned by a
deep learning model that predictsx t�1 from x t for any step
t 2 f1; :::; Tg. It is given by

p� (x t�1 jx t ) := N
�
� � (x t ; t); � � (x t ; t)

�
; (3)
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where� � and � � are learned by a time-conditioned neu-
ral network following a U-Net architecture (Ronneberger
et al., 2015). A memory-e�cient U-Net implementation
was presented by Bieder et al. (2024) . In an alternative
transformer-based architecture, Di�usion Transformers re-
place the commonly-used convolutional U-Net backbone
with a transformer that operates on latent patches (Peebles
and Xie, 2023). By using the reparametrization trick pre-
sented by Kingma et al. (2013), the output of the U-Net
� � is a noise prediction, and the MSE loss used for training
simpli�es to

L := jj� � � � (
p

�� t x0 +
p

1 � �� t �; t)jj 2
2; with � � N (0; I):

(4)

The mathemtical principles, including appropriate choices
of the hyperparametersT and � t , are thoroughly derived
by Ho et al. (2020), Song et al. (2020), and Dhariwal and
Nichol (2021)

For image generation, we start fromxT � N (0; I) and
iteratively go through the denoising process by predicting
x t�1 for t 2 fT; :::; 1g. This sampling procedure of denois-
ing di�usion models can be divided into denoising di�usion
probabilistic models (DDPMs) and denoising di�usion im-
plicit models (DDIMs). Training as described in Eq. (4)
remains the same for both approaches.

DDPM sampling scheme: As shown in (Song et al.,
2020), we use the DDPM formulation to predictx t�1 from
x t with

x t�1 =
p

�� t�1

 
x t �

p
1 � �� t � � (x t ; t)

p
�� t

!

(5)

+
q

1 � �� t�1 � � 2
t � � (x t ; t) + � t �;

where we choose� t =
p

(1 � �� t�1 )=(1 � �� t )
p

1 � �� t =�� t�1 ,
and � � N (0; I). DDPMs thereby have a stochastic ele-
ment � in each sampling step.

DDIM sampling scheme: In denoising di�usion implicit
models, we set� t = 0 in, Eq. (5) , which results in a deter-
ministic sampling process. Then, as derived in (Song et al.,
2020), Eq. (5) can be viewed as the Euler method to solve
an ordinary di�erential equation (ODE).

DDIM noise encoding: We can reverse the generation
process by using the reversed ODE of the DDIM sampling
scheme. Using enough discretization steps, we can encode

x t+1 given xt with

x t+1 = x t +
p

�� t+1

"  s
1
�� t

�

s
1

�� t+1

!

x t

+

 s
1

�� t+1
� 1 �

s
1
�� t

� 1

!

� � (x t ; t)

#

:

(6)

We denote Eq. (6) as the DDIM noise encoding scheme.
By applying Eq. (6) fort 2 f 0; :::; T � 1g, we can encode
an imagex0 in a noisy imagexT . Then, we recover the
identical x0 from xT by using Eq. (5) with� t = 0 for
t 2 fT; :::; 1g.

Both the DDPM and DDIM processes are designed to
generate synthetic data from random noise, i.e., it is a
purely generative model. To adapt this model class to
medical downstream task, conditioning mechanisms will be
necessary to tailor the model output to the task at hand.
This will be discussed in Section 2.3.

2.2 Reconstruction-based Anomaly Localization

We can leverage image-to-image translation to restore a
pseudo-healthy imagêxH from an input imagexP poten-
tially showing a pathology, as presented in Fig. 2. In this
work, we consider di�usion-based approaches, whereL steps
of noise are added to an input imagexP , following Eq. (2)
or Eq. (6) for the DDPM and DDIM schemes, respectively.
The hyperparameterL indicates the level of noise added,
as well as the number of denoising step taken during the
denoising process. We emphasize the importance of this
parameterL , as it directly governs how much the denoising
process can alter the reconstruction, thereby a�ecting both
sensitivity and speci�city; its impact is systematically ana-
lyzed by Bercea et al. (2023a) and Wolleb et al. (2022a).
A di�usion model is trained or guided to generate healthy
samples. Various techniques discussed in Section 5 ensure
that only pathological regions are altered while subject-
speci�c anatomical structures are preserved. Finally, by
taking the di�erence between an input imagexP and its
pseudo-healthy reconstruction̂xH , a pixel-wise anomaly
map a = jx P � x̂ H j can be de�ned.

2.3 The Evolution of Guidance

While the denoising di�usion models described in Section 2.1
are designed for unconditional image generation, many med-
ical downstream tasks require adherence to speci�c require-
ments, such as being conditioned on an input image or
conforming to the characteristics of a particular disease. In
addition to scalar conditioning demonstrated in (Nichol and
Dhariwal, 2021b), more advanced conditioning mechanisms
can be explored:
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Figure 2: In reconstruction-based anomaly localization using di�usion models, we �rst add noise to an input imagexP .
During denoising, we translate an input image to its pseudo-healthy counterpartx̂H . The pixel-wise anomaly map is
given by the di�erence between input xP and output x̂H .

ˆ Conditioning through Concatenation: Saharia et al.
(2022) proposed Palette, where conditioning through
concatenation involves appending the conditioning image
(e.g., a grayscale or corrupted version) as extra input
channels to the noisy image at each denoising step. This
allows the model to consistently use spatial guidance from
the conditioning input throughout the reverse di�usion
process. The approach is simple, stable to train, and
broadly applicable to paired image-to-image translation
tasks like inpainting, super-resolution, and colorization.

ˆ Gradient Guidance: An external guidance scheme, as
presented in (Dhariwal and Nichol, 2021), involves train-
ing a classi�cation networkC to distinguish between
class labels. This networkC(x t ; t) shares the encoder
architecture of the di�usion model and is trained on
noisy input imagesx t obtained via Eq. (2). During sam-
pling, following the DDIM scheme, at each denoising
step, � � in Eq. (5) is modi�ed to �̂ � = � � (x t ; t) � s �p

1 � �� t r x t log C(cjxt ; t), with the hyperparameters
scaling the guidance. This steers image generation to-
wards the desired classc. The di�usion model� � and the
classi�cation modelC are trained separately, o�ering the

exibility to combine gradients from di�erent networks
in a plug-and-play fashion without having to retrain the
di�usion model (Wolleb et al., 2022b). However, train-
ing two separate networks can be unstable, and output
quality depends on the performance of the classi�cation
network, introducing potential bias.

ˆ Classi�er-free guidance: As proposed in (Ho and Sali-
mans, 2022), guidance can be incorporated directly into
the latent space of the di�usion model by training a class-
conditional di�usion model� � (x t ; t; c). This model can
omit class information by selectingc = ; with a certain
probability, allowing it to train on both conditional and
unconditional objectives by randomly droppingc during
training. This method provides robust gradients and the
e�ciency of training a single model. However, it requires

retraining the model for each new classi�cation task.

ˆ Implicit Guidance: Guidance can be provided by the
input image itself. Patch-based methods (Behrendt et al.,
2024a) condition the model on input image patches while
predicting masked areas. AutoDDPMs (Bercea et al.,
2023a) further employ masking to remove highly prob-
able anomalous tissues, stitching to integrate healthy
parts with pseudo-normal complements, and resampling
from their joint noised distribution. In THOR (Bercea
et al., 2024a), the backward process is guided through
intermediate anomaly maps to project pseudo-normal
images closer to the inputs. Bernoulli di�usion models
(Wolleb et al., 2024) follow the idea of binary latent dif-
fusion models and introduce a masking algorithm based
on anomaly scores that can directly be extracted from
the model output.

A summary of these approaches is provided in Table 1.

3. Datasets

Di�usion-based models have been increasingly employed in
the �eld of medical anomaly localization, leveraging various
datasets encompassing multiple imaging modalities and
anatomical regions. These datasets, summarized in Table 2,
are critical for developing and validating models that can
accurately identify anomalies. Much of the research on
di�usion-based anomaly localization methods has centered
around brain imaging, notably MR scans. This emphasis
is primarily attributed to the abundance of well-annotated
datasets and the clinical signi�cance of anomaly localization.
Datasets such as BraTS (Menze et al., 2014; Bakas et al.,
2017, 2018), ATLAS (Liew et al., 2022), and WMH (Kuijf
et al., 2019) are extensively utilized in this domain, o�ering
multi-modal MRI data with pixel-wise annotations crucial
for evaluating anomaly localization models. The expansion
into di�erent modalities and anatomies like chest X-rays,
retinal optical coherence tomography (OCT) scans, and
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Table 1: Comparison of guidance strategies in di�usion models.

Key Feature Description Examples Advantages Disadvantages

Guidance through
Concatenation

The conditioning on the input
image is performed through
concatenation at every step of the
denoising process.

Saharia et al. (2022);
Amit et al. (2021);
Durrer et al. (2023)

Stable to train; can be
applied to any paired
image-to-image
translation task

Requires paired images

Gradient Guidance A separate task-speci�c model is
trained on the dataset. During the
denoising process, the gradient of
this model is used to update the
denoising process, guiding it
towards desired characteristics.

Dhariwal and Nichol
(2021); Wolleb et al.
(2022a)

The two models are
independent and can
be 
exibly used in a
plug-and-play manner

Sampling can be
unstable and heavily
relies on
hyperparameters such
as noise level and
guidance scale

Classi�er-free
Guidance

The di�usion model is trained using
an optional class label as input in
every block of the U-Net. During
sampling, the desired class label can
be provided to guide generation.

Sanchez et al.
(2022); Liu et al.
(2024)

Only one model to
train; stable gradients

The model needs to be
retrained for each new
task

Implicit Guidance Guidance is provided by the input
image itself through self-supervised
training.

Bercea et al.
(2023a); Wyatt et al.
(2022); Behrendt
et al. (2024a)

No external
conditioning labels
required

The chosen
self-supervision scheme
must be carefully
adapted to the task

Table 2: Datasets used for di�usion-based medical anomaly detection, covering various anatomies, modalities, and
anomaly types. The table also lists the size of each dataset, the type of annotations provided, and the methods applied.
Anatomy Dataset Size Modality Anomaly type Annotation Type Methods

Brain

CROMIS Wilson et al. (2018) 311 volumes CT Stroke Pixel-wise Pinaya et al. (2022a)
KCH/CHRONIC Mah et al. (2020) 1704 volumes CT Stroke Pixel-wise Pinaya et al. (2022a)

BraTS Menze et al. (2014); Bakas et al. (2017, 2018)1251 volumes Multi-Modal MRI Tumors Pixel-wise

Behrendt et al. (2024a)
Marimont et al. (2023)
Wolleb et al. (2022a)
Wolleb et al. (2024)

Private Clinic 22 volumes T1w MRI Tumors Pixel-wise Wyatt et al. (2022)

ATLAS Liew et al. (2022) 655 volumes Multi-Modal MRI Stroke Pixel-wise
Bercea et al. (2023a)
Bercea et al. (2024a)

Marimont et al. (2023)

WMH Kuijf et al. (2019) 60 volumes T1w + FLAIR MRI
White matter

Pixel-wise Pinaya et al. (2022a)
Hyper-intensities

MSLub Lesjak et al. (2018) 30 volumes Multi-Modal MRI MS lesions Pixel-wise
Behrendt et al. (2024a)
Pinaya et al. (2022a)

FastMRI+ Zbontar et al. (2018); Zhao et al. (2021) 1001 volumes Multi-Modal MRI 30 anomaly typesBounding Boxes Bercea et al. (2025b)

Chest Chexpert Irvin et al. (2019) 224316 scans X-ray 14 anomaly typesBounding boxes Wolleb et al. (2022a)

Retina OCT2017 Kermany et al. (2018)
30K healthy

OCT 3 anomaly types Image-wise Wolleb et al. (2024)
3000 pathological

Wrist GRAZPED Nagy et al. (2022) 20327 scans X-ray 8 anomaly types Bounding boxes Bercea et al. (2024a)

pediatric wrist X-rays indicates the growing versatility and
potential of di�usion-based methods in the broader �eld of
medical imaging.

However, a signi�cant limitation remains: most datasets
traditionally designed for supervised methods focus on a
single disease, which is suboptimal for testing the broad
detection capabilities of anomaly localization systems. For
instance, BraTS is speci�cally geared towards brain tumors,
while ATLAS focuses on stroke detection. These narrow
focuses limit the ability to generalize �ndings across mul-
tiple conditions. Additionally, associated non-pathological

changes or unrelated diseases, such as mass e�ects from tu-
mors or atrophy following strokes, are often not annotated.
Unsupervised methods can detect these areas as deviations
from the norm, identifying them as anomalies, adversely
a�ecting quantitative performance even when the detection
is correct.

A few datasets provide multiple labels for di�erent
diseases, allowing for a broader spectrum for evaluation.
For example, the FastMRI+ (Pinaya et al., 2022a; Zhao
et al., 2021) dataset includes annotations for 30 di�erent
types of anomalies such as tumors, lesions, edemas, en-
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larged ventricles, resections, post-treatment changes, and
more, all marked with bounding boxes. Similarly, the Chex-
pert (Irvin et al., 2019) dataset, primarily focused on tho-
racic anomalies, contains annotations for 14 di�erent types
of conditions, including pleural e�usions, lung opacity, le-
sions, and cardiomegaly, o�ering a more comprehensive
dataset for evaluation. Additionally, the GRAZPEDWRI-
DX (GRAZPED) (Nagy et al., 2022) dataset challenges
methods to simultaneously detect and classify various pedi-
atric wrist injuries, including bone anomalies, bone lesions,
foreign bodies, fractures, metallic artifacts, periosteal re-
actions, pronator signs, or soft tissue abnormalities. This
diversity in labeling across multiple pathologies enhances the
robustness and generalizability of di�usion-based anomaly
localization models.

Recent work has begun to explore multimodal exten-
sions to di�usion models in medical imaging. While most
current datasets focus solely on image data, some studies
(Zhang et al., 2024b; Dong et al., 2024) have incorpo-
rated text descriptions to guide generation or segmentation,
marking early steps toward true multi-modal pipelines. In
addition, Wang et al. (2024) proposed a di�usion-based
approach for cross-modality segmentation, demonstrating
the potential to leverage complementary information across
MR sequences or imaging modalities. This shift toward
multimodal learning could enhance model robustness and
clinical relevance, making it a promising direction for future
research.

In clinical practice, radiologists and domain experts usu-
ally specialize in speci�c organs or imaging modalities, such
as neuroradiology or chest imaging. Furthermore, medi-
cal imaging datasets are often limited in size, making it
challenging to train broadly generalized models e�ectively.
Consequently, adopting a domain-speci�c focus can be
advantageous, as it allows for the development of more
accurate models tailored to particular clinical contexts, es-
pecially when data are scarce.

As shown in Table 2, the number of training samples
used for di�usion models varies greatly across studies, re-

ecting di�erences in both the task and dataset availability.
While some works, such as Wyatt et al. (2022), evaluated
models on as few as 22 MR volumes, others, including
Pinaya et al. (2022a) and Marimont et al. (2023), relied
on datasets with over 1,000 volumes. Importantly, the
stochastic nature of di�usion training through the progres-
sive addition of noise (see Section 2.1) acts as an inherent
and powerful data augmentation mechanism, which can
partially compensate for limited data. However, given that
medical imaging datasets are typically smaller than those
used in general computer vision tasks, the risk of mem-
orization becomes more pronounced. This can lead to
over�tting, reduced generalization, and potential privacy
concerns (Gu et al., 2023). Conditional Denoising Di�usion

Probabilistic Models (DDPMs) are signi�cantly more prone
to memorization than their unconditional counterparts, be-
cause conditioning (e.g., on image features, segmentations,
or class labels) introduces informative labels that cause
tighter clustering in the model's latent space. This cluster-
ing reduces variance and increases the model's tendency to
reproduce training samples, which is especially problematic
in medical imaging, where data scarcity and patient privacy
are critical (Chen et al., 2024).

Table 3 and Table 4 in the Appendix provide links
to publicly available datasets and to GitHub repositories
containing the source code. Furthermore, we refer to the
MONAI Generative framework (Pinaya et al., 2023), which
includes a lot of these methods. While all of these datasets
can be used to develop di�usion-based anomaly localization
algorithms, proper comparison and evaluation is crucial to
assess the performance and clinical value of the proposed
approaches. In Section 4, we discuss di�erent evaluation
metrics for the task of anomaly detection and localization
in medical images.

4. Evaluation Metrics for Anomaly Detection
and Localization in Medical Images

Evaluating the performance of di�usion-based models in
medical anomaly detection and localization involves various
metrics depending on the available ground truth annota-
tions.

Image-level Anomaly Detection For image or volume
level, several metrics evaluate a model's ability to classify
anomaly presence or absence. The Area Under the Receiver
Operating Characteristic Curve (AUROC) is popular due
to its threshold-independence and single-value performance
summary. However, AUROC may mislead in imbalanced
datasets dominated by the majority class. The Area Under
the Precision-Recall Curve (AUPRC) and Average Preci-
sion (AP) focus on precision-recall trade-o�s and o�er
nuanced evaluations, particularly in imbalanced datasets
where anomalies are scarce. The F1 Score, which combines
precision and recall into a single metric by calculating their
harmonic mean, is useful for balancing false positives and
false negatives. However, it requires a speci�c threshold
to be set, which can vary depending on the application,
making it sensitive to the balance between precision and
recall. These metrics do not provide spatial information
about the detected anomalies but merely indicate whether
an anomaly is present, which is a signi�cant limitation when
spatial accuracy is critical for clinical applications.

Pixel/voxel-wise Localization is measured with metrics
such as pixel-wise AUROC, AUPRC, and the Dice Simi-
larity Coe�cient (DSC). The DSC measures the overlap
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between the predicted and ground truth segmentations,
providing a single value that balances false positives and
false negatives. However, it requires setting a thresholded
anomaly map to determine whether a pixel is classi�ed as
anomalous, which can signi�cantly impact results. Select-
ing an appropriate threshold is challenging and can vary
between datasets and applications. Moreover, these metrics
might not be well-calibrated for detecting small anomalies,
preferring over-segmentation, where the model identi�es
larger regions as anomalous than they truly are (Maier-Hein
et al., 2024). Also, they might fail to capture clinically
relevant information, such as total lesion load, lesion count,
or detection rate.

Bounding-box Localization is commonly evaluated with
the Intersection over Union (IoU). IoU measures the overlap
between the predicted bounding box and the ground truth,
with higher IoU indicating better localization. Precision
and recall at various IoU thresholds o�er a nuanced view
of the performance across di�erent levels. However, gener-
ating bounding boxes from continuous anomaly heatmaps
produced by di�usion models is challenging. This process
can introduce errors and reduce the accuracy of traditional
IoU-based metrics. Bercea et al. (Bercea et al., 2024b)
proposed alternative metrics to address these challenges,
such as counting the amount of response inside and outside
bounding boxes. However, further development is needed
to create metrics that accurately capture clinically relevant
localization features.

5. Types of Supervision for Di�usion-based
Anomaly Localization

Di�usion models o�er a versatile framework for anomaly
detection, ranging from targeted pathology localization with
supervised models to broad anomaly screening with unsuper-
vised techniques, adapting to the diverse needs of healthcare
applications, as shown in Fig. 3. Supervised di�usion models
use pixel-wise labels provided by expert clinicians to detect
certain pathologies, enabling highly accurate identi�cation
and localization of speci�c anomalies. In weakly-supervised
settings, which use image-level labels, models transform
known pathologies into pseudo-healthy images, allowing for
precise localization of these speci�c anomalies as outlined
in Section 2.2. Self-supervised models estimate classes of
anomaly types through synthetic augmentations. These
augmentations, such as coarse noise patterns, are removed
to create pseudo-healthy variants, thereby simulating a
broader range of anomaly types. However, these models
may struggle with unknown or rare anomalies that fall out-
side the learned mappings. In these cases, unsupervised
approaches that learn a normative distribution are e�ective

in identifying rare or unknown anomalies not present dur-
ing training due to a lack of information on the expected
anomaly distribution.

5.1 Fully Supervised Lesion Segmentation

Fully supervised lesion segmentation involves segmenting
lesions in medical images using annotated training data,
where each pixel is labeled as either belonging to the le-
sion or not. The training dataset consists of pairs (i; l ),
with i being the image andl the corresponding label mask.
Di�usion-based approaches use the generative denoising
process to produce pixel-wise segmentation masks, lever-
aging the stochastic nature of di�usion models for output
diversity. We want to highlight that fully supervised segmen-
tation approaches directly predict the segmentation mask,
and do not rely on the reconstruction pipeline described
in Section 2.2.

The technical innovation is presented in Fig. 4, where
the di�usion process is used to generate a segmentation
mask. To condition this random generation process on the
image to be segmented, we need to incorporate the anatom-
ical information through concatenation. This conditioning
technique was �rst presented in Palette (Saharia et al.,
2022), and then adapted for image segmentation (Wolleb
et al., 2022c; Amit et al., 2021). This setup enables paired
image-to-image translation is represents a major milestone
for any medical image-to-image translation task. For this,
the technical details are given as follows: Starting from
random noiselT , the iterative denoising scheme in Eq. (5) is
used to obtain a segmentation mask̂l = l0. To generate a
label mask for a speci�c input imagei , conditioning on the
anatomical features ofi is required. Various conditioning
algorithms have been proposed for DDPMs, one of the �rst
in Palette (Saharia et al., 2022). Given an input image
i 2 R c�h�w , wherec is the channel dimension andh andw
are the spatial dimensions, the label maskl is of dimension
s �h �w , with s being the number of segmentation classes.

In MedSegDi� (Wu et al., 2024a), conditioning is achieved
using attention modules combined with a feature frequency
parser. MedSegDi�-V2 (Wu et al., 2024b) extends this by
introducing a spectrum-space transformer to learn interac-
tions between semantic features and di�usion noise in the
frequency domain, outperforming previous di�usion-based
methods. DermoSegDi� (Bozorgpour et al., 2023) lever-
ages di�usion-based segmentation for skin lesions. To im-
prove performance across diverse skin tones and malignancy
conditions with limited data, Carri�on and Norouzi (2023)
propose a di�usion-based feature extractor followed by a
multilayer perceptron for pixel-wise segmentation. Zhang
et al. (2024b) introduces a text- and edge-guided di�u-
sion model that generates diverse, anatomically meaningful
synthetic medical images to signi�cantly enhance segmenta-
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Figure 3: This �gure demonstrates the impact of varying levels of supervision on anomaly detection, progressing from
targeted pathology localization to the detection of broad, unknown anomalies. All symbols are explained in the grey top
bar. In (a), fully supervised methods use expert annotation to directly predict the pathology segmentation masks. In (b),
weakly-supervised methods learn to transform known pathologies (e.g., brain tumors) into pseudo-normal images. In
(c), self-supervised methods simulate anomaly types using synthetic augmentations (e.g., coarse noise patterns) that
are eliminated to produce pseudo-normal variants. In (a), (b), and (c) behavior outside the learned mappings, such as
unknown or rare anomalies depicted as a star, is not de�ned. In (d), unsupervised methods do not train to learn speci�c
mappings but instead estimate the normative distribution, enabling anomaly detection as deviations from this norm.
Semi-supervised methods combine elements of both fully supervised and unsupervised approaches.

Figure 4: The denoising process of DDPMs is leveraged for the generation of a segmentation mask conditioned on the
input imagei . The conditioning mechanism relies on channel-wise concatenation in every step during the denoising
process, as described in Saharia et al. (2022).

tion performance across multiple imaging modalities. Tan
et al. (2023) introduces DifFSS a novel few-shot semantic
segmentation paradigm by leveraging di�usion models to
generate diverse, intra-class auxiliary support images con-
ditioned on support masks, scribbles, or boundary maps,
thereby enriching support diversity and signi�cantly im-
proving segmentation performance without altering the
underlying segmentation network.

Ensembling A key advantage of DDPM-based segmen-
tation is its probabilistic nature, allowing for the sampling
of multiple segmentation maskŝl for each input imagei ,

resulting in an ensemble of segmentation masksf l̂1; :::l̂ng
(Amit et al., 2021; Wolleb et al., 2022c). The pixel-wise
variance map of this ensemble highlights image areas where
the model predictions are not consistent, serving for model
interpretability. This model uncertainty aligns with the
variability between human experts, as explored in (Rahman
et al., 2023; Amit et al., 2023). The role of uncertainty in
di�usion-based segmentation is further explored in Zbinden
et al. (2023), where a categorical di�usion model generates
multiple label maps accounting for aleatoric uncertainty,
i.e., uncertainty originating from inherent randomness or
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Figure 5: Di�usion models excel at distribution learning from unlabeled data. This facilitates e�ective few-shot �ne-tuning
on a limited number of labeled samples for lesion segmentation tasks.

noise in a dataset (H•ullermeier and Waegeman, 2021), from
divergent ground truth annotations.

Going beyond Gaussian Noise Di�usion models are
not limited to Gaussian noise. While Fig. 4 illustrates the
generation process from Gaussian noise along Gaussian
trajectories to binary one-hot-encoded masks, this can be
improved by using categorical noise. BerDi� (Chen et al.,
2023) proposes using Bernoulli noise as the di�usion kernel
instead of Gaussian noise to enhance binary segmentation.
Additionally, Zaman et al. (2023) suggests a cold di�usion
approach for medical image segmentation, involving image
perturbations through shifting and horizontal rotation of
the segmentation surface. Yan et al. (2024) replace random
noise with segmentation mask conditioning, enhance im-
age features via frequency-domain contrast boosting, and
improve focus on target regions using a conditional cross-
attention mechanism.

Limitations While di�usion-based segmentation algorithms
perform well in medical lesion segmentation, they su�er from
long sampling times compared to classic U-Net approaches.
LSegDi� (Vu Quoc et al., 2023) addresses high memory
consumption and long sampling times by training a VAE
combined with a latent di�usion model. Additionally, the
acquisition and annotation of large, high-quality datasets
with pixel-wise lesion annotations is a labor-intensive and
time-consuming process. This limits the scope of the model
to annotated lesions and introduces potential human bias.
Additionally, as described by Wolleb et al. (2022c), there
is a higher risk of di�usion-based segmentation to miss
small anomalies by predicting empty segmentation masks
compared to the classic nnU-Net approach (Isensee et al.,
2021). Therefore, other supervision schemes have been
explored, as described in the following sections.

5.2 Semi-Supervised Lesion Segmentation

In semi-supervised learning, algorithms utilize limited la-
beled data alongside abundant unlabeled data to enhance
segmentation accuracy. Typically, pixel-wise labeled data
outlining lesion boundaries is scarce and costly to obtain,

while large amounts of unlabeled data are often available.
Leveraging di�usion models, known for e�ectively learning
data representations, provides an opportunity to learn from
this unlabeled data. DDPMs (Baranchuk et al., 2021; Yang
and Wang, 2023), act as representation learners for discrim-
inative computer vision tasks, as shown in Fig. 5. First, a
di�usion model is trained for image synthesis on a large
unannotated medical dataset to learn a representation of the
target anatomy. Feature extraction can then be performed
by either extracting the activation maps of the U-Net, or
the pretrained model weights. In the �nal step, �ne-tuning
with a few pixel-wise labeled images can be done by train-
ing a classi�er head to predict class labels for each pixel
based on the extracted activation maps (Alshenoudy et al.,
2023; Rosnati et al., 2023), or by �ne-tuning the extracted
model weights on the segmentation task (Rousseau et al.,
2023). In Behrendt et al. (2024c), reconstruction-based
unsupervised anomaly detection is combined with super-
vised segmentation on a small annotated dataset to improve
segmentation performance for known anomalies and gen-
eralization to unknown pathologies. Ciampi et al. (2025)
present a semi-supervised teacher-student framework that
uses di�usion models (DDPMs) to generate segmentation
pseudo-labels via unsupervised cycle-consistency pretraining,
and iteratively re�nes them through multi-round co-training
to train a student model alongside labeled data. Zhang
et al. (2024a) introduce a class-conditional di�usion model
that generates realistic synthetic image-label pairs by con-
ditioning on segmentation masks, enhancing the diversity
of training data.

5.3 Weakly Supervised Lesion Localization

Weak supervision involves using imprecise, noisy, or limit-
edly labeled data to train anomaly detection models. While
each image has a label, the annotations lack the detailed
information necessary for full supervision. In weakly super-
vised anomaly detection, labels are typically derived from
image-level information indicating whether the image de-
picts a patient or a healthy control, as shown in Fig. 6.
By utilizing two distinct datasets,H and P, the objective
is to identify the visual manifestations that di�erentiate
between them. Following an image-to-image translation
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